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Chapter 2 11

Privacy By Design as a 
Fundamental Requirement 
for the Processing of 
Personal Data
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appropriate TOMs to ensure that, by default, only personal data 
that is necessary to fulfil the specific purpose is processed.  PbD 
must be implemented in terms of the amount of data collected, 
the scope of its processing, the duration of its storage, its secu-
rity, and its accessibility.

While the concept of PbD has long existed as good prac-
tice, it was introduced as a legal obligation for controllers in 
Art. 25 GDPR, with significant fines for non-compliance.  In 
introducing the PbD concept, the legislator primarily wanted to 
emphasise that it is not enough to set standards, and that the 
controller must also implement these standards in an effective and 
verifiable manner.  Other laws have also adopted the concept 
of PbD, most recently the new Swiss Federal Act on Data 
Protection (“nFADP”), which is expected to come into force in 
2022.  However, unlike the GDPR, under the nFADP a breach 
of the new PbD obligation  will have no direct consequences. 

However, neither the GDPR nor the nFADP specify how the 
controller should implement PbD in practice.

So far, the introduction of processes and the designation of 
responsibilities for the systematic and timely assessment of the 
planned data processing, the technologies and systems used for 
this purpose and the data protection risks for the data subjects 
have proven effective.  This risk assessment aims to identify the 
technical and organisational measures required to effectively 
integrate data protection principles and requirements into the 
design of the respective products, systems or processes and to 
protect the privacy of the data subjects.  Risks to data subjects 
include, for example, excessive collection and disclosure of 
personal data, processing of data for purposes other than the 
original purpose, unlawful processing, as well as loss, destruc-
tion or alteration of data.  

Such a risk assessment, coupled with a compliance assess-
ment, is required for any processing of personal data, including, 
for example, the implementation of a Customer Relation 
Management (“CRM”) or HR data management system or the 
outsourcing of data processing, regardless of the technology 
used or the sensitivity of the data.  While similar, this risk and 
compliance assessment is not a data protection impact assess-
ment (“DPIA”) as required under Art. 35 GDPR.

A controller must conduct a DPIA only if the processing is 
likely to present a high risk to data subjects’ rights and freedoms.  
A DPIA is a broader assessment that goes beyond a compli-
ance assessment by evaluating the residual risks to data subjects, 
taking into account the TOMs embedded in the design of the 
product, system or process.  If the residual risk is still consid-
ered high, the controller must take further measures to miti-
gate the risk.  If this is not possible, the controller must consult 
the data protection authority or refrain from processing.  A 
DPIA will be regularly required for digital health solutions 

Privacy by design (“PbD”) is a fundamental requirement for privacy-com-
pliant processing of personal data and is, in principle, a well-known 
approach.  Nevertheless, PbD is often not consistently implemented, in some 
cases leading to significant consequences and costs for organisations.  This 
article describes the concept of PbD and its practical implementation under 
the application of the European Union (“EU”) General Data Protection 
Regulation (EU) 2016/679 of 27 April 2016 (“GDPR”).

1 Introduction
The ongoing development of new and complex technologies 
such as artificial intelligence (“AI”), blockchain, or the Internet 
of Things (“IoT”) and their increasing use, as well as ongoing 
digitisation and centralisation of data management, are leading 
to increasingly sophisticated ways of automating the processing 
of enormous amounts of data, facilitating data flows and avail-
ability, profiling consumers, customers, patients, or job appli-
cants, and making automated decisions.

To reap the benefits of these technologies, digitisation, and 
new business models in connection with the processing of 
personal data, those who develop or deploy them must consider 
and implement applicable data protection principles and require-
ments through appropriate and adequate technical and organisa-
tional measures from the outset, already at the design stage, and 
continuously monitor, adjust and update them throughout the 
lifecycle of the system, product, or process. 

With this PbD approach, a company can ensure compliance 
with legal requirements, meet the expectations of individuals 
and stakeholders, build trust, make strategic and operational 
decisions with foresight and efficiently implement business 
processes.  This can include, for example, storing data on servers 
in the EU or Switzerland instead of in the USA or purchasing 
software with integrated data protection principles. 

PbD has become a critical factor in building and maintaining 
trust, competitiveness and success in the marketplace.

2 The Concept of PbD 
The concept of PbD is a fundamental requirement for the 
effective implementation of data protection.  In essence, PbD 
requires that controllers consider data protection principles and 
requirements both at the design stage of systems, processes, 
products or services that involve the processing of personal 
data, and throughout the lifecycle of personal data, and that 
they provide for appropriate technical and organisational meas-
ures (“TOMs”) to implement data protection requirements and 
protect the rights of data subjects. Controllers must be proactive 
and anticipate potential privacy intrusions before they occur.

One of the fundamental elements of PbD is “privacy by 
default”.  This concept requires that the controller implements 
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organisation, including business units and functions, for the 
effective implementation of data protection requirements;

■	 the	 establishment	 of	 a	 data	 protection	 framework with 
enforceable data protection policies and guidelines that 
attach appropriate importance to data protection and regu-
late the collection, processing, transfer, storage and deletion 
of data, as well as mechanisms to monitor implementation 
and compliance with standards and rules;

■	 the	application	of	appropriate	processes to ensure that data 
protection principles and requirements are adequately taken 
into account and integrated into data processing procedures 
and that the PbD principle is thus lived;

■	 the	 introduction	 of	 records of processing activities 
(“RoPA”);

■	 risk management with risk assessments, compliance checks 
and, where appropriate, data protection impact assessments;

■	 third-party management and data transfer governance;
■	 regular	 and	 documented	 awareness campaigns and 

conducting employee training; and
■	 regular	and	documented	monitoring and controls through 

self-assessments and audits to verify the effective implemen-
tation of the data protection management programme and 
compliance with legal requirements and internal policies 
and directives.

3.3 Data protection considerations and design 
strategies

Applicable laws
The controller must clarify the applicable laws and regulations.  
In particular, organisations outside the EU must determine 
whether the GDPR applies to them and their activities.  The 
controller should also check whether industry-specific codes of 
conduct, certification systems, regulatory decisions or guide-
lines apply to the planned data processing and take into account 
ethical considerations.

Involved parties
It is then necessary to identify which parties are involved in 
the data processing or the development and use of the system, 
service or product, and their role (e.g., controller or processor).  
Several parties may be jointly responsible for the data processing.  
Identifying the data controller, i.e., the party that alone or jointly 
with others decides the means and purposes of data processing, 
is essential to determine who is responsible and accountable for 
compliance with data protection requirements under the GDPR.

Legal justification
For all personal data processing, controllers must rely on one of 
the legal bases set out in Arts 6 and 9 of the GDPR, the most 
used of which are: legitimate interest; performance of a contract; 
legal obligation; or consent.

In health or medical apps collecting and processing special 
categories of patient or consumer data, the processing of this 
data will regularly require the data subjects explicit consent.  In 
this case, consent must be voluntary and specific to each func-
tionality that serves a distinct purpose.  Consent must further be 
based on prior information.  In the case of special categories of 
data, the use of cookies or location data, the data subject must 
provide explicit consent through positive action, such as down-
loading the app and ticking a consent box.  Also, controllers 
must have a procedure in place that allows for easy withdrawal 
of consent and, on the other hand, ensures that in the event of 
withdrawal, the data collected will not be further processed.

where health-related data or other special categories of data are 
processed.  A DPIA will also be regularly required for the use 
of innovative or combined technologies and extensive profiling.

3 Implementing PbD In Practice 

3.1 Technical and organisational measures 

The controller must implement TOMs both at the time of deter-
mining the means of processing and during the processing itself.  
The TOMs must be adequate and appropriate to:
■	 effectively	 implement	 data	 protection	 principles,	 such	 as	

data minimisation, lawfulness, transparency, confidenti-
ality, purpose limitation, data integrity, storage duration, 
security, as well as the requirements concerning commis-
sioned data processing and cross-border data transfers;

■	 integrate	 the	necessary	 safeguards	 into	 the	processing	 to	
meet the requirements of the GDPR; and 

■	 protect	the	rights	of	data	subjects.
A measure is adequate if it considers state of the art, the cost 

of implementation, the nature, scope, context and purposes of 
the processing, and the risks of varying likelihood and severity 
to natural persons’ rights and freedoms.

Technical measures may include, for example: 
■	 robust	encryption	methods	for	systems	and	data;
■	 pseudonymisation	or	aggregation	of	the	data;	
■	 access	authorisations	and	restrictions;
■	 user	authentication;
■	 firewalls;	and	
■	 automated	deletion	concepts.	

Organisational measures may include, for example:
■	 the	assignment	of	responsibilities	for	the	effective	imple-

mentation of data protection requirements; 
■	 the	implementation	of	enforceable	policies	and	procedures	

for handling and documenting data privacy violations and 
requests for information from data subjects, risk manage-
ment, third-party vendor management, data transfer 
management, and the documentation of processing 
activities; 

■	 the	implementation	of	training	and	controls;	and	
■	 the	 establishment	of	processes	 to	 ensure	data	protection	

rights, such as revoking consent or requesting erasure of 
the data.

3.2 Data Protection Management System (Fig.1)

One effective way to implement PbD in practice is to build a data 
management and risk assessment programme with responsibili-
ties and a process to systematically identify, evaluate, address and 
mitigate potential privacy and security risks associated with the 
collection and processing of personal data.  A Data Protection 
Management System should include the following elements: 
■	 a	documented	commitment by the company’s management 

to establish and enforce high standards of data protec-
tion for the company, to integrate data protection into the 
corporate culture and embed the data protection princi-
ples in the design and implementation of corporate poli-
cies, data protection management systems, business prac-
tices, services and products;

■	 the	 appointment	 of	 a	 data	 protection	 officer	 or	 advisor	
and the allocation of responsibilities at all levels of the 
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Data quality
The personal data stored must be accurate and, where necessary, 
kept up to date, and all reasonable steps must be taken to ensure 
that inaccurate personal data is erased or rectified without delay.

The controller must have mechanisms in place to ensure that 
data is accurate at the time of collection and is not unlawfully 
altered thereafter.  There must be a mechanism to correct or 
delete inaccurate data.

Data retention
Personal data must be kept in a form that permits the identifi-
cation of data subjects for no longer than is necessary for the 
purposes for which the personal data is processed, unless regu-
latory or legal requirements necessitate a longer or shorter reten-
tion period.

The controller should establish a data retention and deletion 
policy and determine a retention period for each data set based 
on the purpose of the processing and, where applicable, legal 
and regulatory retention periods.

The controller must also define mechanisms, including auto-
mated solutions where appropriate, and responsibilities for the 
effective deletion of data.  If the data cannot be deleted, it must 
be anonymised or, if this is not possible, pseudonymised.

Data security
Personal data must be processed in a manner that ensures appro-
priate security of the data, including protection against unau-
thorised or unlawful processing and accidental loss, destruction 
or damage, using appropriate TOMs.  These measures should 
include data integrity and confidentiality, availability, resilience 
and traceability, and ensure a level of security appropriate to the 
risk to the rights of data subjects. 

Appropriate control access mechanisms and authentication 
measures should be embedded in the system infrastructure 
to detect and monitor unauthorised access to data.  Personal 
data should be protected by strong and robust state-of-the-art 
encryption, both in transit and in storage.  Special attention is 
required when data is stored in the cloud.

Privacy rights
Data subjects have various data protection rights, including the 
right to information, access, rectification and erasure, restric-
tion of processing, data portability and the right to object to 
automated individual decision-making.  They also have the right 
to complain to the competent supervisory authority if they feel 
their rights are being violated or their data is not adequately 
protected.  The controller must define processes to ensure that 
data can be corrected, deleted or transferred at the data subjects’ 
legitimate request.  For apps in particular, the controller should 
consider whether users should be able to exercise their rights 
directly through the app, if necessary, by accessing the data and 
correcting or deleting it if inaccurate.

Data processing by third parties and cross-border data 
transfers
Depending on the roles of the contributors in the development, 
management and use of the system, app or product and the data 
processed, the controller must establish appropriate contractual 
obligations to ensure data protection.

Before sharing any personal data with a processor, the 
controller must verify that the processor implements appro-
priate TOMs to ensure compliance with the data protection 
requirements and data subjects’ privacy rights.

If personal data is to be transferred to third parties outside 
the European Economic Area (“EEA”) to a country without 
a formal adequacy decision by the European Commission, 

Proportionality and data minimisation
Personal data must be adequate, relevant, and limited to what is 
necessary for the purposes for which it is processed.  This means 
that systems, apps and devices that store or process personal 
data should be set up so that only the data necessary for the indi-
vidual purpose or the proper functioning of the system, app or 
device is stored and processed.

The principle of data minimisation can be achieved in 
different ways, for example, by reducing the amount of personal 
data collected and processed or by making it more difficult or 
impossible to assign the data to an individual.

Depending on the functionalities of the system, app or 
product and the purpose of the processing, the controller 
must therefore assess for each data set to be collected whether 
this data is indeed necessary to fulfil the purpose or whether 
the purpose can be fulfilled with less data (reduction of data 
volume) or pseudonymised/anonymised data (making identifi-
cation difficult or impossible).  A further distinction must be 
made between mandatory data and voluntary data that can be 
additionally provided for the use of certain functionalities.

Another measure that the controller can take to achieve the 
data minimisation requirement is to prevent the linking of 
personal data stored in different systems for different purposes.

 
Transparency and fair processing
Personal data must be processed transparently and fairly.  Data 
subjects should have full transparency and control over the 
processing of their data and understand what data is being 
processed, why, by whom, where and for how long, and how 
they can exercise their data protection rights.  The processing 
of personal data should neither violate applicable laws, nor be 
unexpected to the data subject.

The privacy notice should be easily accessible to data 
subjects at any time, before the collection of personal data and 
throughout the processing.  Users of apps, for example, should 
be notified before the download of the app. The notice should 
be easy to understand and, where appropriate, translated in 
different languages.

Confidentiality and access to personal data
Personal data must be kept strictly confidential and may only be 
provided or disclosed to individuals on a need-to-know basis to 
fulfil the legitimate purposes for which the data was collected.

Special attention is required for centralised data management 
systems.  In this case, the controller should establish data access 
and restriction policies and limit the access through technical 
means.

Purpose limitation
Personal data shall only be collected for specified, explicit and 
legitimate purposes and shall not be further processed in a way 
incompatible with those purposes.

The controller should determine the processing purposes 
and communicate them to the data subjects.  The functional-
ities of the system, app or product should be set up to ensure 
that personal data is only processed for these purposes.  The 
controller must also determine who should have access to 
which data for which purposes and implement these regulations 
through technical measures as well as instructions, training and 
controls. 

If the personal data is to be processed later for purposes other 
than those communicated, it should be anonymised, unless 
there is another legal basis for this secondary use.  In any case, 
data subjects should be informed in advance about the use of 
their data for any secondary purpose and, unless there is another 
legal basis, their consent should be obtained.
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appropriate safeguards, such as EU standard contractual clauses 
(“SCCs”), must be implemented to legitimise cross-border 
data transfers, unless an exemption pursuant to Art. 49 GDPR 
applies, such as the explicit consent of the data subject. 

Before transferring the data, the controller, respectively the 
data exporter, must check whether the destination country 
ensures an adequate protection level equivalent to that in the 
EU.  If this is not the case, the data exporter should consider 
storing and processing the data in the EU or an adequate country.  
If this is not an option, additional contractual, technical and 
organisational measures must be taken, such as pseudonymisa-
tion or encryption of the data while keeping the encryption key 
in the EU and separate from the service provider.

4 Conclusion
Consistent and sustainable compliance with data protection 
requires the strategic and conceptual integration of data protec-
tion principles in all business practices, the organisational struc-
ture, the development of rules, IT systems and products. 

To fully exploit the benefits of new technologies and ensure 
their effectiveness, it is essential to embed fundamental data 
protection principles into the design of these solutions, taking 
into account organisational, process and system-related risks, as 
well as risks to the rights of data subjects.

PbD is not only required by the GDPR and partly by laws 
of other countries outside the EEA.  It is a prerequisite for the 
effective and sustainable implementation of data protection, the 
basis for the smooth functioning of data protection manage-
ment, and a critical factor in achieving the necessary trust of 
employees, customers, patients and consumers, public authori-
ties, business partners and other stakeholders in the use of new 
technologies and the processing of their personal data.
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